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About the University of Granada About NESG = _— _-.,__ #:-

The UGR is the leading University in Spain in ICT ) . )
research, and the third one in Europe according to the NESG is a cybersecurity research group of the Uni-

NTU ranking. The UGR has extensive experience in EU versity of Granada (UGR), in Spain. NESG is focused
projects, with 66 active projects in FP7 (312 presented, on providing and improving security in networks,
21% success rate, 18M€), and 25 in H2020 (240 presen- systems and services, either for wired, wireless and
ted, 12% success rate, 6ME). mobile environments.

In addition, the Faculty of Computer Science and Tele- NESG is member of the CITIC-UGR

communication Engineering of the UGR is ranked in the (http://citic.ugr.es) and leads the UGR CyberSecuri- )

33rd position in the Shanghai ranking. ty Group (UCyS - https://ucys.ugr.es), with more than - |
20 university professors with multidisciplinary experti- s . ,
ses in areas such as network and system security, . _ ‘
cryptography, secure hardware and software design, - .
cyberlaw, artificial intelligence, machine learning and

Big Data. R~ Information Dossier
In addition, through the UGR, NESG is founding mem-

ber of the Spanish Network in Cybersecurity Re- University of Granada
search (RENIC - https://www.renic.es/en), in turn

member of the European Cyber-Security Organi-

sation (ECSO - https://www.ecs-org.eu/).

UNIVERSIDAD N ) .
DE GRANAD Likewise, NESG is also member of the Big Data Va-

lue Association (BDVA - https://www.bdva.eu/).
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Contact Information:
Pedro Garcia Teodoro

ETS de Ingenierias Informatica y de Telecomunicacion
i — Periodista Daniel Saucedo Aranda, s/n
: 18071-Granada (Spain)
+34 958 24 23 05 | nesg@ugr.es
https://nesg.ugr.es
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Main contributions

o A. Alhazmi, G. Macia-Fernéandez, J. Camacho, "Torrent Forensics: Are your
Files Being Shared in the BitTorrent Network?", CYBER'2017.

. L. Sanchez Casado, G. Macia Fernandez, P. Garcia Teodoro and Nils
Aschenbruck, "ldentification of Contamination Zones for Sinkhole Detection
in MANETS", Journal of Network and Computer Applications (2015).

. R.A. Rodriguez-Gémez, G. Macia-Fernandez, P. Garcia-Teodoro, M.
Steiner, D. Balzarotti, "Resource Monitoring for the Detection of Parasite
P2P Botnets", Computer Networks (2014).

. G. Macia-Fernandez, J.E. Diaz-Verdejo, P. Garcia-Teodoro, "Evaluation of
a Low-Rate DoS Attack Against Application Servers", Computers &
Security (2008).
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application in domestic law. The methodological
approach is interdisciplinary. The objective is to ana-
lyze the state of the regulations, their scope and
nature and the problems posed by their application

with the purpose of proposing new norms or reforms
of existing ones when they are not sufficiently effec-
tive. The main areas of study are security of network

and information systems, cybersecurity, data protec-

International and European regulations and their
tion and Internet governance.

Cyberlaw is a very extensive field of research that,
within the NESG group, focuses on the analysis of

Cyberlaw

Main contributions

. Robles Carrillo, M. (2017). El proceso de reforma de la ICANN: objeti-
vos, régimen juridico y estructura organica. Revista de Privacidad y De-
recho Digital, afio Il, N° 7, pp. 25-65.

. Robles Carrillo, M. (2016). Los principios rectores de la cooperacion
interacional en el ciberespacio. Alcance y contenido del consenso en-
tre los Estados. Revista Iberoamericana de Derecho Internacional y de
la Integracion, N° 5.

Robles Carrillo, M. (2016). Amenaza y uso de la fuerza a través del
ciberespacio: un cambio de paradigma. Revista Latinoamericana de
Derecho Internacionalatin American Journal of International Law, N° 4.
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Intrusion detection and protection
Behavior modeling and classification (multiva-

riate, HMM, clustering, SVM, GA, ..

Anomaly detection
Malware detection and classification

Systems and users are very vulnerable to attacks of
Countermeasures and response mechanisms

different typology and impact: virus, trojans, ran-
principal topic addressed by NESG is that of protec-
ting network environments by means of two subse-
quent procedures: detection of malicious behaviors,

somware, spyware, data leakage, etc. This way, a
and adoption of countermeasures.

For that, specific research lines are:
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